
Workshop B 

Conference «Non-State Actors as Standard Setters: The Erosion of the Public-Private Divide» | February 8-9 2007 | Hotel Hilton Basel, Switzerland 

Conceptualizing the use of public-private partnerships as a governing 
mechanism in critical information infrastructure protection 
Dan Assaf, Doctoral Candidate, University of Toronto, Canada

Preliminary and Incomplete. Please do not cite 
without author’s permission 
 
Background 
 
The term “Critical Information Infrastructures” is an 
incorporation of two terms. The first is “Critical Infrastruc-
tures” and the second is “Information Infrastructures”. We 
must first define the latter two in order to understand 
what Critical Information Infrastructures are. 
 
While the term “Information Infrastructures” is very 
straightforward, and usually describes the combination of 
computer and communications systems that serve as the 
underlying infrastructure for organizations, industries and 
the economy, including components such as telecommu-
nications, computer hardware and software, the Internet 
and other computer networks, supervisory and control 
systems, telecommunication satellites, fiber optics, etc.1, 
the term “Critical Infrastructures” is less obvious, and to 
some extent, much more complex.  
Although this term has become a buzzword in the last 
few years, during which many governments and private 
firms around the world became aware and concerned 
with the protection of critical infrastructures, it does not 
have one clear definition when used in the context of 
security. Put differently, the term had been defined in 
various ways over time and place. Furthermore, the 
infrastructures identified as critical have also varied over 
the years. For the sake of simplicity, however, I will skip 

                                                   
1 See e.g. Myriam Dunn, Isabella Wigert, The International CIIP 
Handbook: An Inventory and Analysis of Protection Policies in 
Fourteen Countries, (Zurich: CRN, 2004) at 363, online:  
www.isn.ethz.ch/crn/_docs/CIIP_Handbook_2004_web.pdf. 
See also the German definition: Information Infrastructure is “the 
entirety of IT  elements that are part of a given infrastructure”, in 
Germany’s Federal Ministry of the Interior’s National Plan for 
Information Infrastructure Protection, available online: 
www.bmi.bund.de/cln_028/nn_122730/Internet/Content/Commo
n/Anlagen/Nachrichten/Pressemitteilungen/2005/08/National__P
lan__for__Information__Infrastructure__Protection,templateId=r
aw,property=publicationFile.pdf/National_Plan_for_Information_I
nfrastructure_Protection>. Other similar definitions can be found 
online: www.terrorismanswers.org/security/information.html, 
www.fas.org/irp/congress/1996_hr/s9606051.htm, and 
www.disinfopedia.org/wiki.phtml?title=Information_infrastructure. 

the various definitions determined over the years directly 
to the present definition applied by the U.S. government. 
 
Section 1016(e) of the USA PATRIOT Act2, which is also 
known as The Critical Infrastructures Protection Act 
of 2001, defines critical infrastructures as those “systems 
and assets, whether physical or virtual, so vital to the 
U.S. that the incapacity or destruction of such systems 
and assets would have a debilitating impact on security, 
national economic security, national public health or 
safety, or any combination of those matters”. 
 
The National Strategy for Homeland Security3 identi-
fied the following 13 sectors as critical: Agriculture, food, 
water, public health, emergency services, government, 
defense industrial base, information and communica-
tions, energy, transportation, banking and finance, 
chemical industry and postal and shipping4. In 2003, the 
National Strategy for the Physical Protection of 
Critical Infrastructures and Key Assets5 identified the 
abovementioned 13 sectors as critical, adding the haz-
ardous material sector as part of the “Chemical Industry 
and Hazardous Materials” sector6. 
Having defined what critical infrastructures and informa-
tion infrastructures are, we can turn to define what critical 
information infrastructures are: critical information infra-
structures are those parts of the information infrastruc-

                                                   
2 42 U.S.C. § 5195c(e) (2001). 
3 U.S., President George W. Bush, White House & Office of 
Homeland Security, National Strategy on Homeland Security 
(July 16, 2002), online: www.dhs.gov/interweb/assetlibrary/ 
nat_strat_hls.pdf. 
4 Ibid. at 30. 
5 U.S., President George W. Bush, White House & Office of 
Homeland Security, The National Strategy for the Physical 
Protection of Critical Infrastructures and Key Assets (Feb. 2003), 
online: www.dhs.gov/interweb/assetlibrary/Physical_ 
Strategy.pdf. 
6 Ibid. at 6. It should be noted that it also listed the following 
assets as essential, albeit not being critical infrastructures: 
national monuments and icons, nuclear power plants, dams, 
government facilities, and commercial assets (skyscrapers). The 
Strategy defined key assets as well as high profile events as 
possible “individual targets whose attack—in the worst-case 
scenarios—could result in not only large-scale human casualties 
and property destruction, but also profound damage to our 
national prestige, morale, and confidence”. Ibid. at 3. 
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Page 2 ture that are essential for the continuity of critical infra-
structure services. In other words, they are the communi-
cations and information networks, systems, and facilities 
(including supervisory and controlling devices) underlying 
the critical infrastructures. 
 
Critical information infrastructure protection has become 
a very topical issue since the late 1990s, and especially 
since the terrorist attacks of 9/11. Thereafter, govern-
ments around the world became aware of the risks 
inherent in critical information infrastructures from a 
variety of adversaries. Both states and terrorist organiza-
tions could exploit the heavy reliance of countries on 
information and communications technologies, especially 
given the fact that these countries’ critical infrastructures 
are interdependent and therefore each critical infrastruc-
ture’s vulnerability causes other critical infrastructures to 
be vulnerable as well. This modus operandi of attacking 
critical information infrastructures is especially attractive 
to certain actors because of the extremely low cost of 
entry, turning it to a weapon of the weak, as it allows 
them to outweigh military and strategic superiority of 
stronger countries at a relatively low cost. 
 
There are various mechanisms that can be used in 
governing CIIP. At one end of the spectrum, govern-
ments can opt for “in house” provision of CIIP. By “in 
house” I mean that governments can form an executive 
authority that will set the security standards required to 
protect CIIs, and enforce them on the private sector, 
through direct, command-and-control regulation. At the 
other end of the spectrum, governments may opt to leave 
the protection of critical information infrastructures to the 
market mechanism, with the thought that it would reach 
the most efficient results. In between, there is an entire 
continuum of governing tools, with various degrees of 
governmental intervention that can best be included 
under the rubric of public—private partnerships. 
 
Let me elaborate on the last point. Some scholars tend to 
define the term “public—private partnership” in a very 
obvious way: ‘a voluntary cooperation between public 
and private actors on a common project”7. I find this 
definition over-simplistic in that it does not capture the full 
essence of the term. Therefore, I base my definition of 
“public—private partnership” (PPP) on the definitions 
used by two of the social scientists that developed the 
idea of PPP, each in his own unique way – Emanuel 
Savas8 and Lester Salamon9 – to include various pub-

                                                   
7 See, for example, Jan Joel Andersson and Andreas Malm, 
Public—Private Partnerships and the Challenge of Critical 
Infrastructure Protection, in Myriam Dunn and Isabelle Wigert, 
eds., The International CIIP Handbook 2006 (Center for Security 
Studies, ETH Zurich, 2006), at 166-67. 
8 E.S. Savas, Privatization and Public—Private Partnerships 
(Chatham House Publishers, New York, 2000) hereinafter 
“Savas”. 
9 Lester E. Salamon, The Tools of Government: A Guide to the 
New Governance… 

lic—private interactions that differ by the degree of priva-
tization and reliance on the market sector. Specifically, I 
find E.S. Savas’ hierarchy of ten arrangements that differ 
by degree of privatization and reliance on market sector 
as the most suitable definition. On one extreme, it could 
mean plain full privatization, and on the other extreme it 
could also mean direct government regulation achieved 
through consultation. On the continuum, in between, 
there are numerous other tools. For example, free market 
relies more on the market than does a vouchers system, 
which relies more on the market than grants, than fran-
chises, etc. 
 
The U.S. Policy towards CIIP – Public—Private Part-
nership 
 
Many Western countries endorsed the creation of pub-
lic—private partnerships to govern CIIP. First to do that 
was the U.S. Since the late 1990s, the U.S. policy in 
governing CIIP heavily focused on the private sector to 
provide the required protection for CIIs. It has been 
unwilling to regulate the market in order to promote 
cyber-security in critical infrastructures. Rather, it has 
tried to promote both self-regulation by industry sectors 
comprising the U.S. critical infrastructure, and at the 
same time has established an institutional arrangement 
of “public-private partnerships”10. However, the U.S. 
conception of PPP in the context of CIIP has been very 
limited in scope, mainly targeted at simplifying voluntary 
cooperation (and information sharing) between and 
among owners and operators of critical infrastructures. 
To make a long story short, the U.S. has opted for a 
“hands off” approach, keeping its faith in the market. 
 
This choice of governing mechanism is very interesting 
as it might tell us something about the U.S. approach. It 
could be argued that while policymakers who came up 
with the idea of public—private partnership as a govern-
ing mechanism designed to address the problem of CIIP 
might have intended it to be very limited in scope, very 
close to full privatization, they “free-rode” on the popular-
ity of this governing arrangement as it had been defined 
by scholars. 
This latter argument deserves a broader explanation: 
The concept of public—private partnership has become, 
during the last decade or two, a “panacea” for dealing 
with social problems that governments were unable to 
deal with directly, or preferred to avoid taking any coer-
cive action toward the private sector. As such, it clearly 
caught the eye of policymakers as a “magical” concept 
that may be used in cases where public policy is re-
quired, but government prefers not to take any action. 
While the public might expect a policy announcing a 
“public—private partnership” to include various tools to 
achieve a certain social goal, and to see responsibilities 

                                                   
10 See Myriam Dunn, Isabelle Wigert, The International CIIP 
Handbook: An Inventory and Analysis of Protection Policies in 
Fourteen Countries, (Zurich: CRN, 2006), at 313-320. 
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Page 3 and risks shared between the government and the pri-
vate sector, the government sees itself free to interpret it 
in a way that allows it to keep its hands off the issue, de 
facto moving to full privatization. As Savas precisely 
points, public—private partnership is a less contentious 
term than privatization11. In fact, this is exactly what the 
U.S. achieved in designing a “public—private partner-
ship” in governing CIIP – a de facto privatization of CIIP 
without being required to address the usual disputes 
originated by privatization. 
 
The policy of using public—private partnership as the 
institutional arrangement governing CIIP has been, thus 
far, ineffective. It is so as it fell short of adequately reduc-
ing the vulnerability of critical information infrastructures 
to cyber warfare12. 
 
The Reasons for the U.S. Approach 
 
The obvious question then is why has the U.S. opted to 
address the problem of CIIP through a public—private 
partnership arrangement? The most straightforward 
answer is that since 85-90% of the U.S. critical infrastruc-
tures are owned and operated by the private sector, 
government intervention is not warranted. The structure 
of the U.S. economy over the years has been quite 
different than that in Europe, which was (and to some 
extent still is) quite centralized during most of the 20th 
century (and hence its critical infrastructures have been 
government-owned or controlled for a long time). In fact 
most of those in the United States have been privately 
held forever. Furthermore, the U.S. economy has gone 
through an extensive privatization process (or better off – 
deregulation process) that has developed as a remedy 
for government failures in performance, its inefficiency, 
overstaffing, lack of managerial skills, and so on13. To-
gether with a very clear neo-liberal market ideology 
(some would say bias), these characteristics influenced 
the U.S. decision to “privatize” CIIP14. 
 
This would make sense to any one who has at least a 
basic knowledge of the U.S. economic ideology. Neo-
liberal economists would argue that if a power generation 

                                                   
11 Savas, supra note 8, at 3-4. 
12 Philip E. Auerswald et al., Leadership: Who Will Act – Integrat-
ing Public and Private Interests to Make a Safer World, in, Philip 
E. Auerswald et al., eds., Seeds of Disaster, Roots of Response: 
How Private Action Can Reduce Public Vulnerability, (New York, 
N.Y.: Cambridge University Press, 2006), at 483 
13 Savas, supra note 8. 
14 Donahue asserts that the burgeoning enthusiasm for the 
market as a means toward public ends has two sources: the 
comparative performance of markets and government; and the 
perceived legitimacy of market-based arrangements. John D. 
Donahue, Market-Based Governance and the Architecture of 
Accountability, in Market-Based Governance: Supply Side, 
Demand Side, Upside and Downside, John D. Donahue and 
Joseph S. Nye Jr. eds. (Washington D.C.: Brookings Institution 
Press, 2002). 

facility is owned and operated by a private firm, then the 
private firm should be responsible for its security. The 
reason for that is that the private firm has an incentive to 
assure that the good is produced, as it attempts to maxi-
mize profits. In this case – that electricity is generated 
and provided to the consumers. It is a business question 
of costs and benefits. If the marginal cost of providing 
electricity exceeds its market price – the firm will not 
produce. Security, in other words, is just another cost 
entered into the equation. However, is security of critical 
information infrastructures just another cost? Is it only a 
component in the production of the critical infrastructure 
good, say electricity? I argue that this is not so. It suf-
fers15 from what I call the “dual nature” of the good. This 
dual nature is based on the perspective from which one 
looks at CIIP. One way to look at it is from the perspec-
tive of the private firm, which had been previously dis-
cussed. The security of the information systems in the 
critical infrastructure is hence a component in the produc-
tion cycle of the general good – Watt of electricity or a 
bank service. Every decision regarding it is therefore a 
regular business decision taken by the producer (in this 
case the private producer). 
 
The other way to look at it is through the lens of the state. 
In this case, critical information infrastructure protection is 
an essential component of the good known to us as 
“national security”. National security is comprised of 
many components, including physical security, border 
security, economic security and also the security of 
critical information infrastructures. National security is a 
public good that is commonly (and usually only) provided 
by the state. In fact, national security is the most classic 
example of a public good16. From this perspective, there-
fore, the level of cyber-security in critical infrastructures is 
not a decision to be left for the private firm, but rather a 
decision to be taken by the government. By leaving it to 
the private sector to decide – the government in essence 
privatizes CIIP, a component of its national security. 
 
But then again – why shouldn’t it? The idea of private 
security or private armies is not a new one. During the 
medieval times (and later until the French Revolution) 
private militaries or mercenaries were in the service of 

                                                   
15 Or perhaps enjoys? 
16 See, for example, Michael J. Trebilcock and Edward M. 
Iacobucci, “Privatization and Accountability”, 116 Harv. L. Rev. 
(2003) 1422, at 1433 (“The classic example is armed forces”), 
Paul Samuelson, Economics, 10th ed. With Peter Temi (New 
York: McGraw-Hill, 1976), at 59 (“national defense…is an 
example par excellence of public goods”), Robert Cooter and 
Thomas Ulen, Law and Economics (U.S.: Harper Collins, 1992), 
at 46 (“consider the conventional example of a public good – 
national defense”), and Jeffrey R. Hummel, National Goods 
Versus Public Goods: Defense, Disarmament and Free Riders, 
(1990) 4 Rev. of Austrian Econ., 88. 
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Page 4 princes, performing various public duties17. Indeed, there 
lies a difference between relying on mercenaries to 
perform military operations for a pay, and relying on 
private firms to protect the nation through the protection 
of their own firms. However, one joint concept of the two 
is the reliance on a self-interested party to provide na-
tional security. 
 
Avant notes that though states opted for provision of 
security through citizen armies since the French Revolu-
tion18, they still used private entities in secretive and 
covert missions, and toward the end of the twentieth 
century they employed them more overtly, sometimes 
receiving international acceptance19.  
 
Private security firms are becoming common in almost 
every sphere of activity: From the provision of military 
logistics to intelligence gathering to counterintelligence to 
actual participation in military operations20. The war in 
Iraq has provided us with numerous examples of such 
participation. However, this privatization is still, in its 
essence, efficiency-based. Thus, we can see that secu-
rity has not evaded the privatization ideology in the U.S., 
and in that, it only seems plausible to understand the 
privatization of CIIP. 
 
The “Security Gap” as an Explanation of the U.S. 
Policy 
 
In the context of CIIP, the impetus for privatization of a 
security provision responsibility can be attributed to 
another factor, above and beyond the privatization ideol-
ogy. This factor is the creation of a “security gap”. The 
CIIP privatization decision can be mostly attributed to the 
dramatically changing nature of global security threats in 

                                                   
17 Although even then their efficacy was generally criticized and 
they worked well only in certain circumstances. Nicollo Machia-
velli, in The Prince, framed it in a rather straightforward way: 
“But generally, a prince would prefer a volunteer army. The 
mercenary generally put individual interest first. “Anyone who 
relies on mercenary troops to keep himself in power will never 
be safe or secure, for they are, factious, ambitious, ill-
disciplined, treacherous… In peacetime they pillage you, in war 
time they let the enemy do it. This is why: they have no motive 
or principle for joining up beyond the desire to collect their pay. 
And what you pay them is not enough to make them want to die 
for you”. 
Nicolo Machiavelli, The Prince, Ch. XII. 
18 Deborah Avant, The Market for Force, at 29. It should be 
noted, though, that during the most part of the twentieth century, 
the U.S. relied on the private sector to provide weapons, and to 
some extent also logistics support and training. As Avant points 
out, the U.S. government induced the private sector through 
what is known today as OMB Circular A-76, which requires 
government agencies to “obtain products and services through 
the private sector except in cases of national interest”. Id., at fn. 
75.  OMB Circular A-76 can be found online at: 
www.whitehouse.gov/omb/circulars/a076/a76_rev2003.pdf#sear
ch=%22OMB%20Circular%20A-76%22. 
19 Avant, The Market for Force, at 30. 
20 Id., at 30. 

the late 20th century and the beginning of the 21st cen-
tury. In recent years there has been a dramatic change in 
the nature of global security threats. Increasingly, the 
threats are no longer directed at states. Corporations 
worldwide experience an escalation in threats and secu-
rity incident21. The transition into knowledge-based 
economies, the increasing reliance of both public and 
private actors on information flow and information tech-
nologies, which in turn leads to interdependencies be-
tween the public and private sectors, and the growing 
competition among and between corporations for market 
share have contributed to the evolution of these threats. 
These new threats now include concepts, such as eco-
nomic espionage, cyber-crime, cyber-terror and cyber-
warfare. The long list of possible negative actors now 
includes terrorists, anarchist hackers, competing corpora-
tions, international crime organizations, plain hackers 
and rogue states22. 
 
Due to this change in the nature of the possible threats, 
wars are no longer fought only between states, or be-
tween states and very clear-lined, hierarchical terrorist 
groups. Today, terrorist organizations, and possibly also 
crime syndicates (to a lesser extent, though), are organ-
ized through networks, small cells acting rather inde-
pendently, with broad discretion as to their operational 
activity. Some of the new actors projecting threat on 
society are no longer formed in the traditional, hierarchi-
cal, top-down command structure that characterizes 
states, as well as more “old fashioned” terrorist organiza-
tions, such as ETA, Hamas, and the PKK23. As Bruce 
Hoffman of the RAND Corporation put forward in a very 
precise manner: 
 
“Rather than the pyramidal, hierarchical organizational 
structures that were dominant among terrorist organiza-
tions during the 1970s and 1980s, terrorists are now 
increasingly part of far more amorphous, indistinct, and 
broader movements. Hence, instead of the classic cellu-
lar structure that was common to previous generations of 
terrorist organizations, some contemporary groups are 
more loosely connected or indirectly linked through 

                                                   
21 For a comprehensive review of the changing nature of threats 
to security see Robert Mandel, The Changing Face of National 
Security: A Conceptual Analysis (Connecticut: Greenwood 
Press, 1994); Alyson J.K. Bailes and Isabel Frommelt, ed., 
Business and Security: Public-Private Sector Relationship in a 
New Security Environment (U.K.: Oxford University Press, 
2004); Dean C. Alexander, Business Confronts Terrorism: Risks 
and Responses (The University of Wisconsin Press: Terrace 
Books, 2004); and Evan H. Potter, ed., Economic Intelligence & 
National Security (Ottawa: Carleton University Press, 1998). 
22 Current and Projected National Security Threats to the United 
States: Hearing before the Senate Select Committee on Intelli-
gence, 105th Cong. 27-80 (1998) (statement of Louis J. Freeh, 
Director, Federal Bureau of Investigations), online: 
<http://www.fas.org/irp/congress/1998_hr/s980128f.htm>. 
23 See Akiva Lorenz, The European Union’s Response to 
Terrorism (20__), online: www.instituteforcounterterrorism.org/ 
index.php?sid=119&lang=en&act=page&id=5176&str=networks. 
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Page 5 networks comprised of both professional— i.e., full-
time—terrorists and amateurs—i.e., mostly, hangers-on, 
supporters, sympathizers and would-be terrorists who 
may lack the expertise or experience of their more estab-
lished counterparts”24. 
 
The various Jihadist Islamic terrorist networks that were 
exposed in the U.K. and in Canada serve as an example 
for such formation. The formation of these networks, or 
“hydra”25, can be attributed in part to the transition to an 
information society. Ronald Deibert shows how the 
information revolution contributed to the emergence of 
networks of terror. He argues that Al Qaeda can be best 
described as “a distributed, roaming, non-territorial 
network, operating through its combined use of advanced 
information technologies and traditional halawa ex-
changes”26. 
 
While these actors structured themselves in networks 
instead of traditional hierarchical, top-down forms, an 
understanding has evolved around the world that in order 
to fight these networks one might need to act as a net-
work27. A partnership is a method of networked govern-
ance, and hence might be suitable, in policymakers’ 
eyes, in countering networks of terror. 
 
Another problem associated with the countering of this 
kind of networked threat is that it is extremely hard to 
attack it, and hence the growing need for protection 
enhancement. In other words, in the configuration of the 
war on terrorism, protection of important assets, including 
critical infrastructures, gained more importance28. There 
has been a change in the consideration of what needs 
protection. In the past, national security focused on the 
protection of the state – as a state – whereas today the 
definition of what needs protection is much broader and 
includes corporations whose activity is considered essen-
tial to a nation’s economic security and thus to national 
security. 
 

                                                   
24 

2
Bruce Hoffman, “Change and Continuity in Terrorism,” 24(5) 

Studies in Conflict and Terrorism, (2001), 417, at 418. See also 
Bruce Hoffman, The Changing Face of Al Qaeda and the Global 
War on Terrorism 27(6) Studies in Conflict and Terrorism 549 
(2004). 
25 Sean N. Kalic, Combating a modern hydra: Al Qaeda and the 
Global war on terrorism, 8 GWOT Occasional Paper Series. 
Online: www-cgsc.army.mil/carl/download/csipubs/kalic.pdf.  
26 Ronald J. Deibert, Wars of the Wide-Area Networks, online: 
www.watsoninstitute.org/infopeace/911/deibert_wide.html. For a 
general analysis of networks, see Walter Powell, Neither Market 
nor Hierarchy: Network Forms of Organizations, in L.L. Cumings 
and B. Staw, eds., Research in Organizational Behavior 
(Greenwich, CT: JAI, 1990), 295. 
27 See Deibert, supra note 26. 
28 See Kent Roach, September 11: Consequences for Canada 
(Toronto: University of Toronto Press, 2001) (discussing a 
possible use of the Haddon Matrix in the security context). 

The convergence of the two developments – the earlier 
one – privatization and deregulation of critical infrastruc-
tures, and the recent one – the changing nature of global 
security – created what I term as “security gaps”: While 
the protection of critical information infrastructures is an 
essential part of a nation’s national security (due to the 
threat), the potential targets are mostly private entities, 
pursuing private objectives rather than public values such 
as national security (because of the privatization). The 
existence of this security gap, together with the tendency 
(or bias) toward private provision of public goods and 
services, provided the underlying rationale for the deci-
sion of governments to endorse the use of public-private 
partnerships in governing CIIP. 
 
The presence of “security gaps” resulted in a shift in the 
security governance paradigm29 from hierarchical, gov-
ernmental structure to organizational networks30. The 
shift in governance structure of security and law en-
forcement in the information environment31  is now 
conducted in a number of distinct features: public-private 
partnerships, delegation of law-enforcement, monitoring, 
and standard-setting powers to private parties, imposition 
of law enforcement and intelligence responsibilities, and 
privatization of enforcement and intelligence gathering32. 
In the more focused context of CIIP, as previously ac-
knowledged, this evolution resulted in providing stan-
dard-setting responsibilities to public—private partner-
ships, and essentially, as I demonstrated, to the private 
owners and operators of critical infrastructures. These 
new governance mechanisms in turn raise a number of 
normative questions regarding the notions of accountabil-
ity, transparency and legitimacy. These are discussed in 
the following pages. 
 
The Accountability Challenge 
 
The assumption that the private sector can truly promote 
public interest tasks and consider public interest consid-
erations is not trivial, and so is the question of whether 
we can expect public accountability from private actors. 
 
What exactly do I mean by accountability in this paper? 
In Martha Minow’s words, “[a]ccountability… means 

                                                   
29 The term “Paradigm Shift” is attributed to Thomas Kuhn in his 
1962 book The Structure of Scientific Revolution (US: University 
of Chicago Press, 1962). 
30 See Elke Krahmann, “Conceptualizing Security Governance” 
(2003) 38 Cooperation and Conflict No. 4 at 5. 
31 I use the term “information environment” as including the 
digital environment, i.e. the Internet network, and intranet 
networks, as well as communication networks and IP. Compare: 
Michael Birnhack and Niva Elkin-Koren, “The Invisible Hand-
shake: The Reemergence of the State in the Digital Environ-
ment” (2003) 8 Virginia J. of L. & Tech. 6 (using the term in a 
narrower way to include the digital environment). 
32  See also Nimrod Kozlovski, Designing Accountable Online 
Policing (unpublished), online: islan-
dia.law.yale.edu/isp/digital%20cops/papers/kozlovski_paper.pdf. 
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Page 6 being answerable to authority that can mandate desirable 
conduct and sanction conduct that breaches identified 
obligations33.” Put a bit differently, by “accountable 
behavior” I mean that devices are put in place for taking 
into account the interests of others. 
 
Government is characterized as hierarchical, democratic, 
and consensual, and their policy implementation is 
characterized as centralized, authoritative, and some-
times coercive34. In other words, the public sector is 
distinguished by its monopoly over the legitimate use of 
force, which it acquires by virtue of its accountability to 
the democratic will of the people35. Therefore, the em-
powerment of private actors by the state, especially in 
security and intelligence matters, which creates horizon-
tal structures rather than top-down lines of authorities, 
may jeopardize public commitment to democracy and 
due process36, and thus should at the same time be 
accompanied by mechanisms that will ensure that these 
private actors respond to public interest rather than their 
private will. Without such mechanisms the challenge of 
accountability becomes impossible. 
 
Can We Expect the Private Sector to be Accountable 
in the Case of CIIP? 
 
Economists and legal scholars fond of economic analysis 
assume that in some cases (at least), the private sector 
can provide, on its own, the necessary forms of account-
ability. Indeed, there may be fewer legal accountability 
mechanisms associated with private provision compared 
to public provision, but the competition and market forces 
may drive private firms to act accountably37. Hence, 
requiring public intervention in markets based on ac-
countability concerns is problematic. 
 
But what are we demanding from private firms to be 
accountable for in the case of CIIP? As the reader may 

                                                   
33 Martha Minow, “Public and Private Partnerships: Accounting 
for the New Religion” (2003) 116 Harv. L. Rev. 1229, 1260. 
34 Lester E. Salamon, The Tools of Government: A Guide to the 
New Governance.  
35 Ronald Moe, “Exploring the Limits of Privatization” (1987) 47 
Public Admin. Rev. 453. Max Weber asserted that the state is “a 
compulsory political association with continuous organiza-
tion…[that] successfully upholds a claim to the monopoly of the 
legitimate use of physical force in the enforcement of its order”. 
Max Weber, The Theory of Social and Economic Organization, 
translated by A.M. Henderson and Talcott Parsons (New York: 
The Free Press, 1969) at 154. See also Robert Dahl, Modern 
Political Analysis, 3d ed. (Englewood Cliffs, N.J.: Prentice-Hall, 
1976), (arguing that the legitimate use of force in enforcing rules 
within a given territorial area is an exclusive role of the state). 
36 Martha Minow, Partners, Not Rivals: Privatization and the 
Public Good (Boston: Beacon Press, 2002), at 2. See also 
Martha Minow, “Public and Private Partnerships: Accounting for 
the New Religion” supra note 34. 1229.  
37 See, for example, Michael J. Trebilcock and Edward M. 
Iacobucci, “Privatization and Accountability” (2003) 116 Harv. L. 
Rev. 1422. 

recall, earlier38 I discussed an interesting (and important) 
characteristic – it has a dual nature. Depending on the 
perspective taken, it can be seen both as a component of 
the national security good and as a component of the 
critical infrastructure good – Watt of electricity, airline 
ticket, etc. 
 
If we are to believe that the market mechanism and 
competition can drive the private sector to provide forms 
of accountability, we first have to assume that the market 
mechanism operates well, and that competition, one of 
the prerequisites for a perfect (or nearly perfect) market, 
exists. When we look at CIIP from the second perspec-
tive, it might be so. Airlines, for example, seem to be 
working in competitive markets. So do telecommunication 
companies. Hence, Trebilcock and Iacobucci’s assertion 
may well be to the point. However, the case seems 
different when we take the first perspective. 
  
While the protection of critical information infrastructures 
is an essential part of a nation’s national security, the 
potential targets are usually private companies, pursuing 
objectives such as maximization of profits and share-
holder value rather than public values such as national 
security. Elsewhere39 I have shown that the CIIP mar-
ket’s characteristics point to the presence of a number of 
market failures, namely public goods, negative external-
ities and information asymmetry, leading to under-
provision of security and security-related information. 
Basic microeconomics suggests that the presence of one 
of these failures will fail to lead the market to an optimal 
place, despite (perhaps because of) the private firms’ 
striving for profit maximization. 
 
One possible argument of the private sector, in trying to 
avoid intervention on the grounds of accountability, is 
that we cannot expect accountability from the public 
sector regarding CIIP either because politicians are not 
voted on the basis of their activity in this matter. As 
voting is the primary mechanism of accountability the 
public sector may thus be failing too. There are two 
possible answers for this kind of argument: First, while 
voting is indeed an important accountability mechanism 
(the first accountability mechanism, to be sure40), there 
are various other accountability mechanisms, including 
rationalized and professionalized bureaucracy, judicial 
review, and transparency. The monitoring of the CIIP 
issue by the U.S. Government Accountability Office 
(GAO) is an evident example for such mechanism. 

                                                   
38 See text accompanying supra note 16. 
39 Dan Assaf, Markets, Market Failures, and Critical Information 
Infrastructure Protection: Laying the Grounds for Government 
Intervention, in Sylvia M. Kierkegaard, ed., Legal, Privacy and 
Security Issues in Information Technology (Oslo: University of 
Oslo Press, 2006). 
40 Michael W. Dowdle, Public Accountability: Conceptual, 
Historical, And Epistemic Mappings, in Michael W. Dowdle, ed., 
Public Accountability: Designs, Dilemmas and Experiences 
(Cambridge, U.K.: Cambridge University Press, 2006). 
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Page 7 Second, regardless of the fact that so far politicians have 
rarely been evaluated based on their ability to enhance 
CIIP, Hurricane Katrina and the occurrences that fol-
lowed it may have changed the way politicians view 
possible catastrophes, such as an attack on the nation’s 
critical information infrastructures. The public anger that 
resulted from Katrina’s consequences required the Bush 
administration to take concrete and strong measures to 
address the problem of natural hazards. In that, it would 
be reasonable to assume that the concept of homeland 
security gained sufficient “popularity” within the electorate 
to require politicians to be attentive to it and take it seri-
ously. The broad discussion of homeland security issues 
(including CIIP) during the election for Congress held 
earlier this year is the first sign of this growing attention. 
 
Therefore, even if one agrees with Trebilcock and 
Iacobucci’s assertion that the private sector can provide 
adequate accountability through its mechanism and 
competition, in the case of the market for CIIP, expecting 
the private sector to achieve this seems a bit imprudent. 
Clearly, the accountability mechanisms employed by 
firms to discipline their employees are distinct from those 
employed in the public sphere, and hence just not 
enough. 
 
To sum up the accountability question, it would be naïve 
to expect private actors to take into account the interests 
of other entities (other critical infrastructures operators, 
the security apparatuses, or the citizens as a whole) or in 
Stephen Linder’s sharp words “embrace public interest 
considerations and expect greater public accountabil-
ity”41. By relying on the private owners and operators of 
critical infrastructures to provide an adequate level of 
protection against cyber attacks, including the explicit 
anticipation that they set cyber-security standards, U.S. 
policymakers vest substantial power and discretionary 
authority in these private actors that are not ultimately 
responsible for national security. Presumably, such 
authority and power should be accompanied by public 
accountability mechanisms designed to assure proper 
performance. With this in mind, it is rather striking to 
acknowledge that the U.S. decision for a “hands off” 
approach regarding CIIP was not accompanied by the 
determination of any public accountability mechanisms at 
all, that would enable proper oversight. 
 
The Transparency Challenge 
 
Transparency is a second challenge frequently associ-
ated with privatization, as private actors are not required 
to adhere, as a general matter, to the visibility require-
ment expected from public actors. Transparency and 

                                                   
41 Stephen H. Linder, Coming to Terms with Public—Private 
Partnership: A Grammar of Multiple Meanings, in Pauline 
Vaillancourt Rosenau, ed., Public—Private Policy Partnership 
(The MIT Press, 2000). 
 

accountability are related. In fact, some consider trans-
parency to be one mechanism by which public account-
ability is reached. Transparency originated from skepti-
cism in the U.S. public during the 1960s and 1970s 
regarding the degree to which professionalized rationali-
zation (of bureaucracy) or judicial review could induce 
public officials to act in the interest of the public. Trans-
parency and the concept of open government were 
developed42. The idea behind these concepts was to 
allow a much wider range of civil society to hold public 
officials to account even without directly participating in 
political decision-making by making it far more visible 
than it used to be43. The enactment of the Freedom of 
Information Act in 1966, which requires, in general, 
federal agencies to release their records to the public 
upon request, and the Government in the Sunshine Act 
of 1976, which requires most federal agencies to hold 
their meetings regularly in public sessions are mostly 
identified examples of this development. 
 
Notwithstanding its impetus, as Dowdle explains, the 
FOIA was subordinated to the requirements of the bu-
reaucratic government itself through the enactment of 
broad exemptions to the Act44. But even in its con-
strained shape, it still plays an important part in subject-
ing actors vested with authority and power to “the peo-
ple”.  
 
One consequence of the U.S. government’s decision to 
keep its “hands off” in the context of CIIP and allow the 
private sector to generate CIIP standards and rules, is 
that transparency is just not present. Only the private 
sector possesses important information about the vulner-
ability of its information systems to cyber warfare. With-
out such information, the public cannot assess whether 
tighter standards are required or whether further invest-
ment should be mandated. 
 
While the public eye does not have a chance to even 
“glance” at this important information, one would expect 
the government to be able to, at least, due to its respon-
sibility to the security of the homeland. This, as we shall 
see herein, is a futile expectation. 
 
The market for CIIP suffers from the problem of informa-
tion asymmetry45. This is somewhat counter-intuitive. It is 

                                                   
42 Dowdle, Public Accountability, supra note _, at 5. 
43 Id., at 6. 
44 Id. 
45 The concept of asymmetric information was first introduced by 
Kenneth Arrow in his 1963 article “Uncertainty and the Welfare 
Economics of Medical Care”, Kenneth J. Arrow, Uncertainty and 
the Welfare Economics of Medical Care, (1963) 53(5) Am. Econ. 
Rev., 941, and was mainly developed by George Akerlof’s 
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Market for "Lemons": Quality Uncertainty and the Market 
Mechanism, (1970) 84(3) Quarterly Journal of Economics. The 
two, together with Michael Spence, were awarded the 2001 



Workshop B 

Page 8 so mainly because in the era of the Internet and other 
advanced communication systems scholars observe a 
reduction in information costs46. In other words, one 
would expect that information problems become less 
significant in the Internet, and especially with regards to 
issue so related to the cyber world. 
 
One of the most important elements of cyber-security 
and specifically CIIP is that of information flow between 
all stakeholders, owners and operators of critical infra-
structures, the State, and other entities dealing with 
security: information regarding security flaws, threats, 
vulnerabilities and so on. This informational problem is 
that of under-openness in information sharing regarding 
security-related issues between private owners of critical 
infrastructures themselves and also between them and 
the public sector, particularly security apparatuses. In 
“under-openness” I imply that both the public and private 
sectors are reluctant to share important information 
related to CIIP, such as threats, warnings, security inci-
dents, etc., with each other. 
 
The private sector’s reluctance to share information with 
the government is explained by its fear that information 
disclosed to the government will find its way to the public 
or even worse – to competitors, through freedom of 
information rules, such as the Freedom of Information 
Act. Another possible explanation for this phenomenon is 
that the private sector fears that through information it will 
provide with the government, the latter would find out 
about the real state of protection of CIIP and regulation 
would follow. 
 
Because the standard-setting process takes place at the 
private level, government relies on the voluntariness of 
the private sector to supply it with relevant information. In 
light of this, government sought to promote the efficient 
sharing of information relating to CIIP between the public 
and private sectors through institutions such as informa-
tion sharing and analysis centres (ISACs), designed to 
play the role of “agora”, a place to share and exchange 
information between the various stakeholders. However, 
the effectiveness of this mechanism is yet to be proved. 
 
Pushed by the private sector, Congress enacted the 
Critical Infrastructure Information Act of 2002, which 
attempts to promote information sharing by exempting 
voluntarily submitted information from disclosure under 
the FOIA. Obviously, by providing such an exemption, 
the Act was supposed to induce the private sector to 
submit critical infrastructure information to the govern-
ment. Alas, in the time that had passed since its enact-

                                                                   
Nobel Prize in economics for their analyses of markets with 
asymmetric information. 
46 Eli M. Salzberger and Niva Elkin-Koren, Law, Economics and 
Cyberspace (Cheltenham, UK: Edward Elgar, 2004), at 67. 

ment, the Act failed to fulfill its purpose47. Critical infra-
structures owners and operators seemed to have taken 
the “voluntariness” idea a bit too seriously, and very little 
information did find its way from the private sector to the 
government. And even the little that was provided was 
now exempt from the FOIA, which meant that the ability 
of the public to critically follow this issue decreased in a 
substantial way. In that, the possible transparency 
mechanism that exists in the FOIA has been fully subor-
dinated to needs of the government – that were never 
fulfilled. 
 
The consequence of the transparency problem, in sum, 
is additional diminishing of public accountability. This lack 
of transparency impedes the ability of the public (as well 
as that of the legislature) to fully evaluate whether the 
private sector, responsible for enhanced CIIP, acts 
efficiently and effectively and provides an adequate level 
of CIIP. 
 
Conclusion 
 
Analyzing the problems of accountability and transpar-
ency, it seems rather unclear whether the governing of 
CIIP by the private sector is legitimate. It might be 
thought of as a proper mechanism (market-based, col-
laborative, and so on), but as Becker points out, even if 
public—private partnership is indeed the most proper 
design in countering a public problem (in this case - 
cyber threats), it does not mean that it is legitimate48. It 
may well be legitimate in the eyes of the private sector to 
address the CIIP problem through the market, but taking 
into account only one stakeholders’ interests is clearly 
not what democratic legitimacy is. Hence, the conclusion 
from a “public law” perspective analysis of the use of the 
institutional arrangement of public—private partnership in 
CIIP seems to favor public provision, or at least a greater 
role for the government in CIIP. 
 
At least part of the impetus of the U.S. government’s 
decision to rely on the private sector to address the 
problem of CIIP lies in the coinciding of the change in the 
nature of threats and the change of actors, which led to 
the creation of “security gaps”. The private sector, it has 
been assumed, was better-positioned than the state’s 
security apparatuses to address this problem. This was 
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Page 9 not a vagary of the imagination. There are certain in-
stances in which the private sector can provide security-
relates goods more effectively than government can. 
However, in such cases strong accountability mecha-
nisms should be put in place in order to assure that the 
private sector’s incentives fully align with those of the 
public sector. In the case of the U.S. policy, such mecha-
nisms did not accompany the turn to the private sector 
and hence legitimacy is questionable. 
 
One of the evident advantages of the use that the U.S. 
has done in the term public—private partnership, is that it 
can enable the government to “go up the scale”, from  

privatization to more interventionist forms of public—
private partnership, allowing greater, more accountable 
role for the government, and still remain true to the 
various policy documents regarding CIIP, emphasizing 
the notion of PPP. This can be done by “injecting” the 
various possible tools into the broad term “public—private 
partnership”, as it appears in these documents. This way, 
the ultimate objective of enhancing the security of CIIs 
can be achieved without the need to change the various 
documents, a process that may prove to be quite long 
and inefficient. 
 


