GOVERNANCE

BASEL INSTITUTE ON GOVERNANCE

"4 $het()"* * by -

Conceptualizing the use of public-private partnerships as a governing
mechanism in critical information infrastructure protection

Dan Assaf, Doctoral Candidate, University of Toronto, Canada

Preliminary and Incomplete. Please do not cite
without author’s permission

Background
i [ 0 1
, 22 / 0
1 n . 0 2
: [ 0 ' l
(R 0 1 $
3, ¢ $ -
. .- $ .
$3 3 - +
-$ 3 . --
- , , 0
- , $
$ ¢ .. + o
. 0 1 t
.5 . - Y
3 - - -,
,$ ¢ 3, - $3 .
’ - , - +
, 5
$ & .
, $ - L # .t
$ 1# - %, 10,
4 316$ . +0 3 ¢ International CIIP

Handbook: An Inventory and Analysis of Protection Policies in

Fourteen Countriest 18 9 +7((r; <=<t
aal D=0 > 2 > I * 7”707, 11
@ - [ 0 /
$ 0 - 3 i
@ . $# 6 $ 0
0 . 0 t
vaal 211 2% 24770l > s
> 30 > 3 (W ?7?
7?2 . 7 ?? t . (C
5t $C # 1 ?2 02N . 2
? DE R
. -, 13 ® .1 .
213 > 3 88?7 > &=(=(B4L .+

bl 1®, 2 F O . ? 1

- $ $
$§ G123 -
4(4=1 G 9lE t,
, The Critical Infrastructures Protection Act
of 2001+ I$ .
t, $ t
Gl 2 $ $ .
. 3 . St
. $t
$t $ . . 1
The National Strategy for Homeland Security<
, 34< 3 + +
, + .3 9 + 3 .t
t . - -
+ 3%+ + 3 +
$ 320 (=t

National Strategy for the Physical Protection of
Critical Infrastructures and Key Assets?
- 4< t 3 -

":"Gl 2 2HB4&B T ;1"((412

<Gl % @ 3 2 + * 1E
* . $t 3% * . $
10 $4="((" Laal B>, $
7 11
bid - <(2
BG) & @ 3 2 + * 1E
* . $t 3% $
0 K$ woLT((<
T $ & 2
3% 2
= Ibid =20 , 3
+ 3
t , + +
3 t [ )
3% $ 3
/ 3 L
L $ 3 .
$ t -3
3+ t 2 Ibid <2



GOVERNANCE

BASEL INSTITUTE ON GOVERNANCE

$
20 , t $ --
. , +$ 4
1 3 $ 3 ; $ 3
l
$ 488( + $
&44) +3
$ 1 3 -
5 $
. .- 3+ $
3 A
h $
, L modus operandi 3
. $
5 . % ,
$ 3 , , ,
. , 3 . $ 3 $
3 $ ., l
3 3 02 3
- / 1 w2 $/
10 . 3 - - 5
, $ M
0+ - +
3 toL. 3 2
+3 - -8
- - -t 3 ,
. 20 , t
- 3 3 t, 3
3 .
L 1
N . 1 .
- L 1 $
, 80 $ ,
- - PoDO
.1 +0 -$
/ L 17
$,
t , Mo, 8$Q -
% N . &Q
) + 5 N 6 .t
L 3
0 + 6% 0 3 ¢t
o0 0 * (=7 $
+ *8 + '((:;+ 4== :)2
LAY 1 - L
1 - + LR (G
/Savasl!
&N 2 -t @ - @

, 0 S

L $ 3
- - 2 $t0
12 A $ 3.
$ 3 - .
. 1E 5 .
- - 4 5 .
. 3 - 3
3 ! E _t ,
- # 5 . ¢ -
R R _t
. - - 3 +
v

The U.S. Policy towards CIIP — Public—Private Part-
nership

6 3
L 3 02#
, Gl 2 488&( + Gl 2 $
3 30 $
M 020
, 3 3 . -
$ $ 19 +
. 3 $ $
- 3 Gl ? ¥
- - 3.
/ 1#Q >, t Gl 2
5 0 $
. t. $ 03 - $3 $
1 - 3; )
. 3, l
- 3 $ t Gl ?
/ 1 t 3 - 2
3 3. - $ 3
.3 . 3 Gl 2 20
3 , $. , -
, L 3
3. . 3 . 0
.3 $ . t 8
-+ %/ 1
$ 3 3 3.
$ 2
3. 5
L ot
3 R 1 3
, - 3 - ,
, $t 3 9
, 2 t $
3 $ $. /.3 1
-3 , $
M t 3 . $ 2
.3 5 $ 3
/ L 1
3 ¢
A 6% . +0 3 ¢ International CIIP

Handbook: An Inventory and Analysis of Protection Policies in
Fourteen Countriest 18 9 +7((=r <<



GOVERNANCE

BASEL INSTITUTE ON GOVERNANCE

, 3 -
+ 3 -
. $ s t de
facto . 3 - $
t L
- - M t 5 §,
Gl ! 3 3 / L
1 3 3 0 Q defacto - (]
, 3 M
3 $ -1
$ 3 L
3. 3 30 t
+ 20 Mo$
3 $ -
$ 4
The Reasons for the U.S. Approach
M , $ G2
- 0 3 L
3. F - 3,
, "B &(T G2
, $ t
3 - , 2
Gl 2 -$ $ M
t, , -
5 i M - 3. ¢
$7
3 - , 3 .0
- G $
L # -t Gl 2 -$ 3
3 5 - 1 Q
3 -9
3 R R + $t
3t .3 t 49
3 , $ - 3%
., $
Gl ! / =104
> - $ ,
, 3 G2 - 3%
- , 3 , 3
“ +supra % <zl
& 1 uN Q0 3
3 0 6 tot
2 roon +9 9
*, 9 u $71 LR ¢
R . 36 $ (G
< tsupra %2
4 3 3
3 V
3 $ 3. l
16 @
$§ 6 @ $ ¢
+G , +J 1
J J1 3 11 310

$ $ -t
. $
3 t . .5
.- 20 Q $ 3
A M
20 .3
$ 5 - Q -
2 $t , 0
M 1* +
- p FO $
3 + § $F0 3 20
® ., 0 / 1 3
WlE ,$ -
ot $
1 $ - $ .
$ 3 3 Q $
l $ 3 3
3 $ 1
)2
, $ 3
0 t .
. 3 ,
/ $0 $ -
-8 . t 3 3 $t
$t - $ $
- 2 $
3 - §7 $ 3
$ 20 + $ -
5. 3 8 . t
t $ $
_t
$ 3 VA 3
Q 3 -
- 0+ . $
3 0,38 b F
$ - , 1 3
- .1 # 9
8 E P$F
& 5. 16 J , 6l
0 +/ - $l44=>* N9 1
(<477 A<l 5. - Lt
. t Y G -1,
R 60 ,* +4)=+ B&1/ S
5. 5 3 1#9
G +Lawand Economics 1G] 1 * +488&"
=7/ 5. 3 0
Lt 3 $9r* ¢ @
U @ + .- # 9 ¢t
148819 2 2 %%



GOVERNANCE

BASEL INSTITUTE ON GOVERNANCE

¥ .3 N0 4
, $ 3 -
- - § $t $ 3
- 3
A ,
$
$
3
$ 3 - - # 9
LI
- + 7 ’
$ $ . § - - . .
3 4
$ - -3 .. -
$ $# . -8
3 3 3 3 3
-8 Q »
0 M , - 5.
1 *, + - +
t $ 2 t,
$ - 3% Gl ¥
R
- 0?2

The “Security Gap” as an Explanation of the U.S.
Policy

0 5 0+ - -
$ $
+ $ -
3% / $3 1
0 - - 9
- $ 33 3 $
9 3 $, 3 $ -
$, , $ - 2 6
t L 3, .8
/ 3 $t , )
. $3 $ s ’
- $ - -
t $ ¢+ +oL 4
+ S - $ 38+,
. $ 82 ,$ § -
P 3 $ $
, $ $ . 3 . .,
$ 0
t t W
“ t 6 # o+ "0
t 34 3 . , $t
Gl 2 » t
. 3 3
t Gl13 . 3
, , $ E6 )=, M
3 . 3 / 3
5 20 % 1
)B. E6 )=
R B> > 02 )77 (@ X
CT""E6 T°( T(C )=T""
“ t 6 # 0+ <

Wr <

"( $ 3 3 "4
$0 $ - 3
3 $ 20 3%
3 l
s s 5
$ ) , 3
.t 3
3+,
, + 3, 3
- -3 , -
l
7 ’ +
- 3+ °$ -t 8 $
, l 3 3 ,
t +. 3
t . 3 - t
3 2
3 t
, 3 3 $ t
s $ t
3 2 $t 3 - t $
- $ 1 5 + 3 3
- 3 , LI 3
$
L/ , Po3
$ 3 - t
¥ , .- -
o, - 1 3 -
+ px o4 KK™<
* oL 9 , $
19 $ . 4 3 -
, - -3 3 -
3 48)( 48%( + ,
3% - R + +
- - 1 * t
, -- 3
3 - toL - $3
- $ $ 3
RE - , 33
$ 9 6 t The Changing Face of National
Security: A Conceptual Analysis 1 @ ,
14881 $ JK2 0 #oo. otk

Business and Security: Public-Private Sector Relationship in a
New Security Environment 1GIK? E5 G $ t

(& 1 5 + Business Confronts Terrorism: Risks
and Responses1 G $
(¢ *) + % Economic Intelligence &
National Security TE G $ + 488%;1
" p $ G
* 3 -- 0
3 +4(B 30 ( 7488%; 7 - NN#
t# 0 3 i
Y »,,,0 23 > 3 A%? > &N(4 %2 DI
< Nt G +9
SO s sl 2%

5% F C44&1 3C I C 31 CB4)=1 C , 2



3

GOVERNANCE

BASEL INSTITUTE ON GOVERNANCE

- .3
, 1* 3 Al Qaeda
/ + .3

. 3 halawa 5

enhancement? , + 3
» -t - + 3

$

- * .43 $ ST
Studies in Conflict and Terrorismt 7° ((4;+ :4)+ 4%
* ot 3 3# z @
. ")1=; Studies in Conflict and Terrorism B:&
(2
B K o+ . 3 $ Z

@ , th@ E E 2
E A I > >0
=9 J + Wars of the Wide-Area Networkst
»sals 13 844> ?2, 1 J#
3 $ , + , 1 6
* $ , # . E3 - NN -3
1 ,t 29 E3 -
@ , t J +48&(;+ "&B2
o)
+ . 44 M
7 G $ (3 3
* 6 5 $ 532

- $ .
+ M ,
, 5 $ . 2
5 ¢ 0. $ $ F
0 6 6 i , t [\ $S .
% - 3. 1 - K
48=" The Structure of Scientific Revolution 1G G $
3 +48=";1
<( K . ¢/ -3 $@ 1
"((<; <% 11 B
<40 . .1 3
3 .ot22 0 , t
’ o, -- 02 .
6 K+ 0 *
9 . 3 3
- Irku 3 o Nl =7 3 -
. -8 3 -3l
< . K- + Designing Accountable Online
Policing 1 i

2,8 1 > >3 T > -2 1



GOVERNANCE

BASEL INSTITUTE ON GOVERNANCE

3 , $ - + < 37 - ;
Q 2 3
3 «<U $ S/ + .
10 . 3 $3 -
2 3 0Q $t
+0
@ - - +ol +
+ $ - . 0, - - -
- -t + . . .
. 20 ., t $, - -
3 $ - $ 3 . - - , f - t
t, M $ $ M 1 $ . +
- , <B) + - 5 1 , 0 -
, - $ + $ + .3 2 + 5 . ¢+ .
$ 3 R t, - , 3 R R ? --
, + - 1* + 0 A
-8 - .- - - $ %, 1*, -
<=4 _ _ ) ) 2
- $. - ,
, 2 . - 3 A $
$ - - 2 3 $ . + 3
P . 5.-
Can We Expect the Private Sector to be Accountable
in the Case of ClIP? $ , & , n .
A .
- 3 - $ - to. 8 3+ 3
- - 7 i - $.. & 3
+ . 1 $ . $ $ . 2
$210 + -3 ’ 3 $ - - 33
+ - . + 7 ; 2
-$ - $9 * 4 3 .5.- 1
M3 -
$ -1 E 3. t %3
3 $t
, , - 3 . - , 5 $ .
0 F -3 3 30
$ .0
3 - % - $
“6 6 Lt/ 3 .3 3 2 )
,9 3 1T((;44=* 1N 2477&4"=( , 3. # o+,
<N 7 . + @ N @ 3 ) $ } )
o0 ! - 7 $ . iy G
%9 6 /5 3 N. - 1148%); )

_ 19 1:B<6 5 / $ - -t 3
.8 , 3 - - - $ 7
S\ $ . . $ >t $ - 3 0
3 . $ - 1 $ Gl @ - $ E

65 + The Theory of Social and Economic Organizationt 10 E; 5 . - 22
$ 11> 7 ,R
# +48=&; 4B:? 9 + Modern

Political Analysist< 17 3 , t 0 * 4 < 5 - $ 3supra 4=)
48)=#1 3 3 3 . 3 < t6 +6 # 1 [
. 3 5 i 0 N$3 @ @ -
<6 6 ¢ , Not Rivals: Privatization and the 0 + $§ 6K 3 + EN3:+ $
Public Good 7 N (GR I $0 [ — 3$E G $
6 6 Lt/ 3 E (=

,9 3 lsupra <2478 (6 1, $ t
9 + 5. 16 N/ , 6l * + . 6 3+ 6 1, t Mk
0 +/ - $LT((<; 44=* 1IN $ 3+ L. 5
9 14:"7) 7 .  3+GKl . 3G $ (=0



GOVERNANCE

BASEL INSTITUTE ON GOVERNANCE

+ 3
$
0+ * K
. -3 3 , $ ;
+ A
- l 3
- K M M
- 3.
- - 20 o,
$3 / $l,
M
$ - $
i 3 0 ; 3 3
$ 3 3,3 2
+ 3 .
0 A
M $ 3 - -
- t . 0+ 5 3
- - /i
$ $ . - - 3 $
- - $ -
-3 t p
31
. $M b, ]
5
7 +
$ t - ,
N A , / -
5 3
$49 $ $3 ,
M
3 + 3 5
$ $ $ + Gl 2
$. , $
$ -
) - $
$ , - $
$ . - 3
- 1 -t 3
, 3 Gl 2 / 1
3 3 n o, - $
- $ $. -
+ , 3!
The Transparency Challenge
$ 3 M 3
, - + M
t 3 -t $ M
- 5 - $
“ *IN t .3 - L
@ .- 6 6 3+
U 9 bk L $
7 60 (¢

6 1K
6

9 B&:idk , - $

6

6

, t

3

/6
N . rZ $G
114G %1 Z

, 6

/G

N .

$J

+!

$t supra %

T

B2

J G

+146=<; 53(5) -

$@ 3
@ 3
$

48)(



GOVERNANCE

BASEL INSTITUTE ON GOVERNANCE

$.. -0
= 61 - 3 K

Cyberspace 1 _tGK 3+

:)2

+ Law, Economics and

.t )
/ 1 & $
. , 8 .
3 -2 , ,
, 5. . #ED + , R $
$ ,
, 10 + $
. - 5 #E $
3 - Q ,
?
M $ _t _t
. 3 )
$ . $ T,
3 ; $ ,
+ 0+
$ $ M
0?2
Conclusion
$- 3 - $
& - , 3
n $ 3. 20 .3
3 - 1. +
+ + +
L -
3 3 T
$ t - 3 0
-3, - $
0 . 3 R + 3
$ A $
, - 3. % 1* ¢
- .1 $
3. L
0 . + 3
3 . 02
. Gl23 -
$
. (] 3 3
3 t,
/ $3 1 4
ot A
$ -1 »
D) 3 & .3 0
$t 93 $ PI<lAx Q0N 3 20)
(=2
B i t - - $
N @ . N, +R .,
6 £ (4 <4 3
$ 3. % + G
v, - t 8
/ $ - . 3
120 , ot 3 - .8
3 + $ .
, 3 3 17.$
i



3

GOVERNANCE

BASEL INSTITUTE ON GOVERNANCE

3% -3 1
3 - $
* 4 3
4 $ 3
20 Gl 2
- - $
3. 8 WM l
E 3
- L



